Privacy Policy

This Privacy Policy outlines how SuprTrading Fintech Private Limited collects, processes,
encrypts, stores, and transfers your Personal Identifiable Information (PIl) and quantitative
financial telemetry data when you access the Al-driven software layer on Super Trading App.
This policy complies directly with the Information Technology Act, 2000, and the Digital Personal
Data Protection (DPDP) Act, 2023.

1. Data We Collect & Access

To deliver high-fidelity execution capabilities and artificial intelligence evaluations, we process
the following categories of data:

e Identity Profile Data: Name, Email Address, Contact Number, and PAN/KYC identifiers
passed through broker handshake protocols.

e Broker API Telemetry: API Public Keys, Session Tokens, Access Tokens, and encrypted
configuration states passed from DP Tradeking Private Limited. (Note: We never request,
capture, or store your master trading password or PIN).

e Transaction Data & Logs: Executed order histories, instrument tokens, contract types,
average fill prices, margins utilized, and historical position metrics required to run the Al
trade evaluation dashboard.

e System Log Infrastructure: IP addresses, browser agents, latency performance metrics,
device identifiers, and system access time stamps.

2. Processing Mechanisms and Purpose

Your institutional and personal data elements are processed under strict legal bases for the
following explicit purposes:

1. Algorithmic Orchestration: Constructing authentic real-time API request matrices to
route user orders directly to exchange endpoints via DP Tradeking Private Limited.

2. Al Model Training & Refinement: Anonymized and aggregated transaction datasets are
systematically evaluated to calibrate pattern recognition networks and variance tracking
systems.

3. Security and Risk Verification: Tracking malicious request traces, unexpected
cross-device concurrent active sessions, and anomalous trading behaviors that conflict
with systemic API risk firewalls.

3. Data Encryption & Security Protocols

The platform treats data security as a paramount operational requirement. We have instituted
enterprise-grade technical safeguards: All data packets moving between the User, our internal
microservices, and DP Tradeking Private Limited APIs are encrypted in transit using Transport
Layer Security (TLS 1.3) protocols. All high-sensitivity tokens and session keys are secured at
rest utilizing Advanced Encryption Standard (AES-256) architectures.

Access to production servers holding encrypted keys is limited strictly via asymmetric



cryptographic keys to authorized security engineers under strict zero-trust operational protocols.

4. Data Sharing and Third-Party Disclosures

We do not sell, lease, monetize, or distribute your private personal data or transactional
histories to third-party marketing companies. Data is shared strictly under the following
operational environments:
e Partner Broker Ecosystems: Synchronizing token signatures with DP Tradeking Private
Limited to sustain order flow.
e Statutory Authorities: When compelled by a valid legal warrant, SEBI directive, stock
exchange investigation mandate, or judicial order under applicable Indian national
security frameworks.

5. Your Rights Under the DPDP Act

In accordance with the Digital Personal Data Protection framework, you have the right to look
up, verify, rectify, or request the absolute erasure of your personal records from our active
operational servers. To initiate a comprehensive data erasure or cancel data processing
consents, please contact our designated Grievance Officer via email.

6. Revisions and Contact Information

We reserve the operational right to update this legal framework dynamically to mirror evolving
exchange circulars, SEBI guidelines, or technological system upgrades. Continued usage after
modifications indicates binding acceptance.

For any compliance queries, legal escalations, or data grievances, please connect with our
representative:

Attn: Harmanbeer Singh, Legal Compliance & Grievance Officer

Email: harmanbeer@thefuture.university
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